From:  AIKATA <aikata@iitbhilai.ac.in> via pgc-forum@list.nist.gov

To: pgc-forum@list.nist.gov

Subject: [pgc-forum] KalLi: A Crystal for Post-Quantum Security using Kyber and Dilithium
Date: Wednesday, November 02, 2022 01:47:14 PM ET

Dear PQC Community,

We introduce Kali, a compact unified cryptoprocessor for performing both lattice-based digital
signature and key encapsulation operations using CRYSTALS-Dilithium and CRYSTALS-Kyber solely in
hardware. The architecture has a compact area due to synergies in Dilithium and Kyber.

Kyber’s modulus (12-bit prime) is half the size of Dilithium’s modulus (a 23-bit prime modulus). A
unified yet flexible polynomial arithmetic unit is designed that can process Kyber operations 2x as fast
as Dilithium operations using the wide datapath. Several additional optimizations are performed at
the scheduling, architecture, and circuit levels. In the 28nm ASIC technology, KaLi occupies 0.263
mm2 and achieves a clock frequency of 2GHz.

For more information, see the paper “KaLi: A Crystal for Post-Quantum Security using Kyber and
Dilithium” which has been accepted for publication in IEEE TCAS-1. It is currently available at: https://
eprint.iacr.org/2022/1086

Regards
Aikata

You received this message because you are subscribed to the Google Groups "pqgc-forum"
group.

To unsubscribe from this group and stop receiving emails from it, send an email to pqgc-
forum-+unsubscribe®@list.nist.gov.

To view this discussion on the web visit https://groups.google.com/a/list.nist.gov/d/msgid/pqc-
forum/CANO5-oNwZGiHasCbjktuDtOhEtzLBUjmiOn79DhyZY_LtSth7g%40mail.gmail.com.
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